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You have a way to quickly isolate people from a virus.

It involves collecting people’s data.

Would developing the technology be less responsible, or more?
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Creating responsible technology

WHAT DID WE LEARN?

-

-

%

Design ethics into Launch, and create Invest in things that
the technology conversations could help to build trust
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> RESPONSIBLE TECHNOLOGY

Fair, ethical, and sustainable

e.g. healthy internet, inclusive tech
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Ana’s phone broadcasts
anonymous keys. These
keys change at regular
intervals, which prevents
malicious tracking.

How TraceTogether works (via Bluetooth)
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Ana sits next to Bob.
Their phones exchange
anonymous keys.
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The anonymous keys “heard”
by the phone are stored only
on phone. Data after 25 days
is deleted.
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Ana tests positive for COVID.
With consent, she uploads
anonymous keys that her
phone “heard” in past 25 days.
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MOMH decrypts anonymous keys into mobile numbers, and
quickly contacts those at risk of infection, including Bob.
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How TraceTogether works (via Bluetooth)
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How TraceTogether works (via Bluetooth)
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Design ethics into the technology
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' DESIGN ETHICS INTO THE TECHNOLOGY

Two ways of managing data

By governance
Data protected by standards and policy

By infrastructure
Ethics designed into the technology

Data cannot be easily misused
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0 DESIGN ETHICS INTO THE TECHNOLOGY

Two ways of managing data

By governance
Data protected by standards and policy

TraceTogether

: lies mainl
By infrastructure e S e

Ethics designed into the technology

Data cannot be easily misused
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How TraceTogether works (via Bluetooth)
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J DESIGN ETHICS INTO THE TECHNOLOGY

If infrastructure is done well, governance is a lot simpler

@ Less doubts on how data is safeguarded

@ Team can better focus on the tech and other matters

W TraceTogether STACK 2020



Launch, and create conversations q

W TraceTogether STACK 2020




0 LAUNCH, AND CREATE CONVERSATIONS

PRIORITY PRIORITY
Stop the spread, as
quickly as possible

@ Q/i;
-

e %9 -
V. =

Everyone’s perspective was valid. But how do we progress?
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P LAUNCH, AND CREATE CONVERSATIONS

Open sourced code on GitHub

O opentrace-community Sign up —
Openlrace
@PEN OpenTrace is the reference implementation of BlueTrace, a privacy-preserving
RACE  protocol for epidemiological contact tracing to fight COVID-19

Easy-to-read privacy statement

m Resources *  DataPrivacy  TraceTogether Token

We do not collect data about your GPS location

TraceTogether uses Bluetooth to Approximate your distance to other TraceTogether
devices. We do not collect data about your GPS location. Neither do we collect data about
your WiFi or mobile network.

Informal platforms (e.g. Telegram) to clarify doubts, get feedback

. TraceTogether
members, 7 on

i TraceTogether STACK 2020



) LAUNCH, AND CREATE CONVERSATIONS

Open sourced code on GitHub

O opentrace-community Sign up =
OpenTrace
COTPEN OpenTrace is the reference implementation of BlueTrace, a privacy-preserving
RACE  protocol for epidemiological contact tracing to fight COVID-19

Easy-to-read privacy statement

W Resources ¥  DataPrivacy  TraceTogether Token

We do not collect data about your GPS location

TraceTogether uses Bluetooth to Approximate your distance to other TraceTogether
devices. We do not collect data about your GPS location. Neither do we collect data about
your WiFi or mobile network.

Informal platforms (e.g. Telegram) to clarify doubts, get feedback

‘ TraceTogether
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International discussions

BEAE 0 s Home News Spert oot Workiite

NEWS

Home US Election Coronavirus = Vides

Tech

Coronavirus contact-tracing: World
split between two types of app

An Ada Lovelace Institute virtual event:

Friday 1May, 13.00-1346 (BST)

TraceTogether was
. the first major Bluetooth,
Bluetooth contact BlueTrace
tracing app.
Iceland decided not
to use Bluetooth
because it was too
unreliable and
instead uses
location data
Like the UK and
Norway, France
negotiated with
Apple and Google Bluetooth
but decided against
using their
standards.
Germany opted for
the Google/Apple
~ APl after initially
aiming to build a
centralized system.

Location

Bluetooth,

Google/Apple

(Last updated: 30 Jul 2020)



- LAUNCH, AND CREATE CONVERSATIONS

Responsible tech pushes for certain standards for how the tech is used.

Standards vary. Your yardstick for ‘responsible’ is different from mine.

Awareness and conversations allow users to explore ~ S o>
what’s ‘responsible’ to them. q#« ‘
/
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& M & “lwon’t use it.
ﬁ ? ‘ No matter what.”
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> “Ilwon’t use it.
ﬂ ‘ No matter what.”

Invest in things that could help
to build trust
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INVEST IN THINGS THAT COULD HELP TO BUILD TRUST

number. If you google bluetooth, you will realize it is also a
short ranged signal which cannot allow the government to
track you, unlike wifi. If you believe the government is using
this for a nefarious ends, then you should also be wary of
3g, 4g and wifi as well. It does not make sense to be afraid
of this app and yet continue to use networks!

[OC] I extracted my own TraceTogether data from
my phone to analyze how many close or transient
contacts I've had over 1 week

Discussion

655 204 67
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P s

privacy. It always starts with, tracking movements, before the
app could get more invasive, like taking control of your
cameras and audio.

Say hypothetically, during contact tracing, they realise
that one of the infected happens to stay next door to
someone who was radicalised and is planning to blow
up Istana. Would you let them use the Trace Together
data?

What about using it for political purposes?

Oh, and sure, they say they won't use your data
unnecessarily. But this is the Government, which
decides what is "necessary". PDPA doesn't apply to
them.



) INVEST IN THINGS THAT COULD HELP TO BUILD TRUST
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o Wiy laniheatthynens o knowiso manystdf? privacy. It always starts with, tracking movements, before the
_ app could get more invasive, like taking control of your
cameras and audio.
=L
Myjnfo

Say hypothetically, during contact tracing, they realise

oo o e Tk that one of the infected happens to stay next door to
e e someone who was radicalised and is planning to blow
e up Istana. Would you let them use the Trace Together
» Emall
e data?
» Dialect
it What about using it for political purposes?
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> Ghikren B Rsord - Dat o B Oh, and sure, they say they won't use your data
> Sponsored Children Records - Sex 4 i .
. V.8 Chteon Ruserts - Dvle of e . unnecessarily. But this is the Government, which
¥ well I mean when MOH had a data breach and the govt was decides what is "necessary". PDPA doesn't apply to
like % them.
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» INVEST IN THINGS THAT COULD HELP TO BUILD TRUST

“l just won't trust you”
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j INVEST IN THINGS THAT COULD HELP TO BUILD TRUST

How does trust (between government and citizens) look like?

IUSED TO THINK TRUST IS NOW, TRUST IS STARTING TO LOOK LIKE

“I'll go with what you decide” “I'm willing to tell you when |
have a different view,

and I’'m willing to be wrong or
have my position changed”
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» INVEST IN THINGS THAT COULD HELP TO BUILD TRUST

IF TRUST IS TO BUILD TRUST,
“I'm willing to tell you when | We got to build the skills to have these
have a different view, difficult and honest conversations, at

and I'm willing to be wrong or national level.

have my position changed” (instead of leaving them in online forums and
: watercooler chats)
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7 INVESTIN THINGS THAT COULD HELP TO BUILD TRUST
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We're going to face many dilemmas where there’s no right or wrong,
only what we agree on.
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CLOSING

Jason Bay owner
In the longer term, TraceTogether was intended to prove that there is a
place for this tech in public health. It's captured enough public
imagination around the world now, that I'm sure we'll be better equipped
to use this to improve contact tracing for the next pandemic. 3:53 PM

Jason Bay
In the longer term, TraceTogether was intended to prove that there is a...

@ 3:54 PM
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thank you! -

credits:

tracetogether team — for the thick and thin ~~
gloria, kia hwee — without whom these reflections wouldn’t have begun
enrico — the master behind tracetogether and safeentry’s og illustrations

https://go.gov.sg/tt-rt

/joycelynchua

lead designer for tracetogether
joycelyn_chua@tech.gov.sg
@joy_yycee




